Version 1.1.2 Palm WebOS Applications

User Guide

Introduction

jVault is a WebOS application designed to store sensitive information on the Palm smartphone devices. Passwords,
bank account numbers, PINs, insurance cards, and other private data can readily be available at your fingertips. All
data is stored in Blowfish 256-bit encrypted format (an unbreakable encryption algorithm). As such, your data is safe
in the event of a lost phone handset.

Multiple "wallets" can be created in jVault, each with "cards" of data grouped in individual categories. With jVault, you
can easily recall important information on your Palm Pre in an instant. A search feature is available allowing you to
search all the cards in the active wallet for a specific text string, making it easy to find information among numerous
cards.
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Features

Easy to use Interface

Ability to define multiple wallets

Categories can be defined in each wallet

Card field labels can be customized by the user

Several pre-defined field labels are available using templates
Data is secured using the Blowfish Encryption Algorithm

A single master password protects all wallet data

Timed lockout due to inactivity

Searching feature

Fast operation

Random password generator feature

Web URLs and email addresses are automatically converted to hyperlinks
Phone numbers can be tapped to bring up the phone dialer
Backup and Restore the jVault database using the email system
Custom template editor

Ability to copy text from data fields into the clipboard buffer

jVault is designed to run on the Palm Pre and Pixi WebOS smartphone devices, and is available online via the Palm
App Catalog.



Tip

jVault is optimized for
both the Palm Pre and
smaller Palm Pixi
screens

Getting Started
The following section will walk you through a quick setup of jVault to get you started.
After installing jVault on your Palm device from the online App Catalog, you should find the jVault
application icon on your screen. When you first launch the application, you will see the following
screen displayed (Figure 1):
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Welcome to jVault

Thank you for using jVault.

You will need to define a password
to encrypt the data in this wallet.

You can either use the numeric pad
on the next screen or use the
keyboard to type in a text
password.

Continue

Figure 1
Introduction Screen

Tap the “Continue” button which will take you to the next screen that will ask you for a database
password (Figure 2).



Note

Your password is not
stored in the jVault
database, so there is
no way of recovering
your data if you forget
it!
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Enter your Password

Accept

Figure 2
Enter a new Password

Here you will need to enter a password that will be used to encrypt all data in jVault. You can
either use the displayed numeric keypad or use the keyboard to enter your password. The
minimum password length is 4 characters, and can be composed of any set of numbers or letters.
Note, that the longer the password the better the encryption.

Once you tap the “Accept” button, you will see another password screen used for confirmation.

Now that you have the encryption password established, you will be asked to create your first
“wallet” in jVault. Wallets are useful for grouping your data, and you can create as many wallets
as you wish. For example you might have one wallet called “Personal Data” to store your

personal information, and another wallet called “Work Data” for your work information.

Figure 3 shows the next screen asking you for a wallet name.



Note

You can create as
many wallets as you
wish in jVault.
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Create a Wallet

To create a new wallet, please enter
a wallet name and press the button
below:

Personal Files

Create Wallet

Figure 3
Creating a new Wallet

In this example, we will create a new wallet called “Personal Files” which we will store
personal data. Simply type in the wallet title and tap the “Create Wallet” button to proceed.

Now that you've created your first wallet, you will see the screen shown in Figure 4. This
screen is indicating that you have an empty wallet and you will need to follow the instructions

to begin adding data entries.
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Personal Files

Empty List

To start, you need to tap the
Folder Icon at the bottom left
corner of the screen to create a
category.

Then tap the '+' icon at the
bottom right corner of the screen
to create a new list item.

Figure 4
Empty Wallet Screen

Within a wallet, your “card” entries are contained within a user-defined “category”. In our

example, we will create a new category called “Credit Cards” which will contain several
different cards related to credit card data.

Start by tapping on the Folder icon in the lower left corner of the screen, which will bring up
the dialog box as shown in Figure 5.
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Personal Files
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Create a Category

Credit Cards|

Create Cancel

Figure 5
Creating a new Category

Here we will enter “Credit Cards” which will be our first category in this wallet. After tapping
the “Create” button, this popup dialog box will disappear and you will see the main list screen
as shown in Figure 6.



6:49

Personal Files

* Credit Cards

(Tap to add entry)

Figure 6
Main List Screen

Here you will see the main list for the “Personal Files” wallet, with one category called “Credit
Cards”. The single item under the category called “(Tap to add entry)” is a blank card which
you can edit.

If you tap on the “(Tap to add entry)” item, jVault will display the card editor as shown in
Figure 7.



Tip

The data fields (below
each label field) can
be more than one line
of text.
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Figure 7
Card Editor

In the card editor screen you can change the text for any of the label and data fields that are
surrounded by the light blue dashed boxes. Just tap on a field and enter your text using the
keyboard.



Figure 8
Adding new text

In this example we enter data for a Visa credit card that we want to store in this card.

When you are finished, tap the “Save” button at the bottom of the screen and card will be
saved to the jVault database.




Tip

Use the standard
Palm swipe gesture
to move back to the

previous scene.

Figure 9
Card display screen

Figure 9 shows what the card data looks like in display mode. You can scroll through all the
data you entered for the card and view it.

If you want to edit this card, you can tap on the edit icon button near the bottom of the
screen. To delete it, you can tap the trash can icon.

If you want to change the category which this card belongs to, just tap the header at the top
of the screen and select the new category from the popup menu.

When you're done viewing this card, you can do a back-swipe with your finger in the gesture
area to close this card and go back to the wallet list.

If you want to create more cards for this category, you can tap the “+” icon at the right bottom
of the screen when viewing the wallet list. This will bring up the card editor again and you can
edit the new card.



Tip

Tapping the down
arrow icon (upper left
corner of screen) will
hide or show all cards

in the list.

So by following the previously described operations, you can easily create new categories
and card entries to jVault. Figure 10 shows the wallet list screen containing several different
categories and associated card entries.

Figure 10
Wallet list with multiple categories and cards

In the wallet list screen you can view any card data by tapping on it. You can also hide all the
cards for a particular category by tapping on the category. Tapping again on that category will
display the cards again.



User Interface Controls

Figure 11 identifies the different controls on the main wallet list screen.
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its contents.
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User Interface Controls

New Category

Clicking on a category will hide or show its cards. Clicking on a card itself will display its
contents on the screen.



General Usage

To delete a card, do a finger swipe from the left to the right on that card. You will see a delete
confirmation button as shown in Figure 12. Tapping the “Delete” button shown will delete that
particular card.

Note

A back gesture swipe
will go back to the
previous screen.

Figure 12
Deleting Cards

You can do the same for categories as well (note: all cards associated with that category will
also be deleted).

You can customize the order of the categories in the wallet list by doing a touch-n-hold on the
category and dragging it to the new location in the list (see Figure 13).

Note, that the cards within a category are always shown in alphabetic order.



Note

To move a category,
hold your finger down
on the category item
for about 2 seconds
and then slide it to the
new position in the
list.

Figure 13
Adjusting the order of the categories



To switch wallets, you tap on the view header at the top of the screen. You will then see a
drop-down menu allowing you to pick any available wallet in the database (Figure 14).

Figure 14
Tapping the header to switch wallets

Using the search feature is the best way to find information if you have a large number of
cards in your database. Tap the search button in the upper right corner of the screen
(Magnifying Glass icon) to bring up the search screen (Figure 15).



Figure 15
Search Screen

In this screen, you simply enter your search text in the editbox and tap the magnifying glass
icon button or click the return keyboard key to conduct the search. Found items that match
the search text will appear in a list below the editbox window (Figure 16).



Figure 16
Found Search Results

To view a found card, simply tap on it in the list. When you do a back-gesture swipe while
viewing a card you will come back to this search screen.

By default, all the card titles, individual labels, and data fields will be included in the search
(which can take a long time). There is an option to only search the card titles which you can
activate from the app menu as shown below:



Figure 17
Using Templates

When in the card editor screen, you can tap on the “Templates” button to display a popup
menu with a list of common card templates. Selecting one of these template items will cause
the card field labels to be filled in with pre-populated text.

For example, selecting the “Credit Cards” template item will result in the field labels being
filled in with “Account Name:”, “Card Number:”, “Expiration Date:", etc. Using templates
makes it much faster for filling in the text labels for common card types.



Also available is a random password generator which you can initiate from the card-editor
screen by selecting “Password Generator” from the App menu. You will see the following
screen appear (Figure 18):

Figure 18
Random Password Generator

By clicking the various buttons you can include certain character sets for the random
password. You can keep clicking the “Create” button until you are satisfied with the displayed
password string, and then use the back-swipe gesture to go back to the card-editor screen.
The random password will be automatically inserted into the edit field which had focus.



URLs (web page addresses) and phone numbers are automatically converted to hyperlinks in
jVault when shown in a card display screen as illustrated below (Figure19):

Figure 19
Hyperlinked Web Addresses

So tapping on a web hyperlink will bring up the Palm’s web browser with the associate web
page. The auto-hyperlink feature will work for various web page formats, with a few examples
shown below:

http://www.google.com https://www.amazon.com www.google.com/ig

http://www.google.com/ig

Tapping on a phone number will bring up the phone dialer with that number already entered
in the dialer.

Email addresses such as john.smith@gmail.com are also converted to a hyperlink that will
bring up the email app when tapped (with the To: address already filled in).




You can also do a tap-n-hold on any displayed data field for a card and the text associated
with that data field will be copied to the system’s clipboard buffer. You will get a notification
message at the bottom of the screen confirming what text was just copied to the clipboard
(Figure 19a).

This is a handy feature if you want to cut-n-paste a web address, phone number, password,
etc. into another application or web browser.

Figure 19a
Tap-n-hold notification message



In the main list screen, selecting the App Menu (upper left corner of the screen) will display a
popup menu with items specific to jVault (Figure 20). In this menu, you can create, rename,
and delete wallets in the database.

Figure 20
jVault App Menu

The “Backup” option will be discussed later in this guide.



If you select the “Preferences” menu item, you will see a screen as shown in Figure 21.

In this screen you can adjust certain settings for the jVault app. The “Inactivity Lockout”
setting will close down jVault and require you to use your password again to gain access
after the specified amount of time. The “When minimized to card view” option will lockout the
application if you minimize it to a card view mode and have it in the background.

The “Backup Completion” feature is an option to notify you when a backup or restore
operation is completed. The “Category Sort” option allows you to have the category labels in
the main list be sorted alphabetically or manually.

Finally, the “Backup Templates” option specifies whether the template data (including custom
templates) will be saved to the backup file.

Figure 21
Preferences Screen

In the event you forget your password, there is no way to recover your data. So it is very
important to remember the password for your jVault database. If you do forget the password,
then the only way to continue using jVault is to completely delete the database file and start
over. This can be done when you first activate the application, and select the “Wipe Data”
menu item in the popup App Menu as shown in Figure 22.




Figure 22
Wipe Database Menu

If you select the “Wipe Data” menu item you will see the warning screen as shown below
(Figure 23):

Figure 23
Wipe Data




Backup and Restore
Introduction

In the app menu for the main list screen, there is a selection labeled “Backup” as show in
figure 24 below:

Figure 24
App Menu

This is a utility that allows you to backup your entire jVault database using an email message.
The entire contents of the database is encoded as a text string and embedded inside an
email message. This message can be sent to any email address that you choose as a
backup. The “Restore” option allows you to take the contents of an email message and
rebuild the jVault database.

This is a very convenient and easy way to backup your jVault data in case you lose your

Palm smartphone or replace it.

Backup Data

To backup your data, you simply select “Export” from the “Backup” menu as shown in Figure
24. This will bring you to the screen in Figure 25 which explains the backup procedure.



Figure 25
Backup Screen

When you tap the “Begin Backup” button, the backup process will begin. Depending on the
amount of data in your database, this process can take several minutes. Your Palm device
may appear to be frozen, but just be patient.

Once it completes, an email message will automatically be generated with the encoded
contents of your jVault database embedded in the body of the message. An example is
shown in figure 26.

Figure 26



This data is encrypted with the Blowfish encryption algorithm, and it cannot be decoded
without the database’s password.

To continue, type in an email address where you would like this email to be sent, and press
the send button. Your data is now backed up and can be restored at a later date.

NOTE: Do not alter or edit the contents of the email message body, as it is encoded in a
precise manner. Doing so will prevent jVault from restoring the data.

Restoring From a Backup Email

In a similar fashion, you can restore your jVault data from the email generated by the process
previously described.

First, you need to be able to read the email you created as an encoded backup on the Palm
device. Open the email as shown below.

Figure 27
Email Message

Next, you need to copy the contents of the email message body into the system’s clipboard
buffer. To do so, choose “Select All” from the app menu as shown in Figure 28.



Figure 28

The message body text should now be highlighted in yellow to indicate it has been selected.
Next, select “Copy” from the app menu to copy this highlighted data into the system’s
clipboard buffer (Figure 29).

Figure 29




Now that the encoded data is contained in the clipboard buffer, you can start up the jVault
application. After you enter your password to access jVault, select the “Restore” menu item in
the app menu under “Backup”. You should now see the screen shown in Figure 30.

Figure 30
Database Restore Screen

When you press the “Begin restoring” button, jVault will read the contents of the system’s
clipboard and begin processing the data. This procedure may take several minutes
depending on the amount of data in the encoded backup.

Note, that this restoration process will completely erase the current database’s contents and
replace it with the restored data. Also, the password to unlock this database will be whatever
password was used when the data was encoded in the backup procedure.

After the restoration is complete, you will see a notice on the screen. When you swipe back to
exit this screen, you will be asked to login in to access the data.



Template Editor

The Template Editor allows you to customize the labels in the pre-defined templates, as well
as create new templates. You can also delete templates that you don’t want to store in the

main database file. To activate the Template Editor, select it from the main app menu as
shown in Figure 31 below:

Figure 31
Activating the Template Editor

The Template Editor screen will appear as shown in Figure 32. In this screen, you can make
all the changes, additions, and deletions of templates.



Figure 31
Template Editor Screen

To edit an existing template, you can make the changes on this screen and tap the save icon
at the bottom right corner of the screen. To create a new template, tap the “+” icon in the
lower left corner of the screen.

To cycle through all the existing templates, tap the left or right arrow buttons on the top
header bar. To go to specific template, you can tap the center of the header bar to bring up a
pop-up menu to select from (Figure 32).

You can also select “Template->Duplicate” from the App Menu (upper left corner) to duplicate
the current template in the editor screen.



Figure 32
Popup selection menu




Advanced Topics

Data Encryption

Blowfish 256-bit Encryption is used to encrypt all data in the jVault Database. The Blowfish
algorithm was developed by Bruce Schneier in 1993 and is widely used for numerous
encryption applications. This encryption algorithm is considered unbreakable. Information
regarding it can be found on Schneier’s web site (http://www.schneier.com/blowfish.html).

Note, that jVault requires a minimum of 4 characters for a valid encryption password, and the
longer the password the better the encryption. With jVault you are not limited by only
numbers, but you can also use alphanumeric characters as well for the password.

Since the password is used to encrypt the data, the only way of decrypting this data is by
using the same password. So if you forget your password there is no way of recovering the
data, period.



Frequently Asked Questions

1)

2)

3)

4)

5)

6)

7

Which Palm devices will jVault run on?
jVault is designed for the WebOS environment, so it will run on the currently available
Palm Pre and Palm Pixi devices. We've designed jVault to be optimized for the smaller

Pixi screen, so all off the interface components should fit on that screen nicely.

| forgot the password to my database... how canlr  ecover my data?

You can’t. The password is used to encrypt the data, so if you don’t know the password
you can’t decrypt the data.

Is there a way to import data (via a CSV formatt ed file) into jVault?

No, jVault doesn’t have any provision for importing a CSV file.

Can | export my data to a CSV file from jVault?

The WebOS has no provisions for generating text or binary output files (other than writing
data to an SQL database in the HTML5 Standard System). So, you cannot export to a
CSV file from jVault.

Is there a way to backup my data in case | lose  my phone or have to replace it?

There is two ways currently to do a backup: (1) Use the Backup/Restore method
explained previously in this manual, (2) Do a manual file copy method.

The database file for jVault is written to the “media” partition on the Palm device, so it is
accessible by connecting your device to a PC or Mac using a USB cable and configuring
it to be a USB Drive. Once you do so, you can copy the jVault database file off the Palm
device and onto your PC as a backup.

Where is the location of the jVault database fil e on my Palm device?

If you connect your Palm device to your PC or Mac using a USB cable and enable the
“USB Drive Mode”, the media partition should show up as an external, removable USB
drive with a drive letter. If for example it shows up as the “E:\Pre” drive, then the jVault
database is located here:

E:\.app-storage\file_.media.cryptofs.apps.usr.palm.a pplications.com.cohosoft.jvault_0

Inside this folder you will find a single file with a .db extension. This is the jVault database
file which you can copy to your PC as a backup. Note, that there is a period (.) before the
“app-storage” name. Also, the “.app-storage” folder is usually hidden, so you will need to
manually type the name in the File Explorer folder bar to access it.

Is there an easier way of making a backup of my  jVault database than manually
copying the database file to my PC?

We currently have a Windows PC desktop solution that will do the backup for you via a
graphical interface. So you won't need to manually issue a copy command to backup
your jVault database. This PC desktop solution is currently in beta testing.




8) Do you have a desktop companion application that will make it easier to enter all
my passwords, credit cards, etc. into the jVault ap plication?

Yes. We have a Windows application called jVault Desktop which is a companion
application to jVault for the Palm devices. jVault Desktop allows the user to easily copy
the existing jVault database from the Palm device (connected via a USB cable to the PC)
over to the Desktop PC as a local database. At that point, the user can use jVault
Desktop as a standard Windows application to create, edit, and delete entries in the
jVault database which later can be copied back to the Palm device for use with the native
jVault application. This makes it much easier for entering numerous bits of data into
jVault.

In addition, jVault Desktop has provisions for importing and exporting CSV files to help
with the transition of data from other password-protection applications into jVault.

jVault Desktop is currently available on the www.cohosoft.com web. Below is a
screenshot showing what the jVault Desktop interface looks like:




